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1. Introduction and general considerations 

 

On 27 March 2000, the Council adopted a declaration concerning the relations between Europol and 

third States and non European Union related bodies, in particular with respect to the transmission of 

personal data by Europol to third States and bodies. In order to enable the Council to duly consider 

whether or not there are any obstacles to the start of negotiations in this respect with a particular 

third State or body, the declaration calls upon the Management Board to present reports to the 

Council on the laws and administrative practice of that third State or body, including any provisions 

for an independent control authority. In this respect the declaration follows the rule laid down in 

Article 3, paragraph 3, in conjunction with Article 2, paragraph 2, of the Council Act of 

12 March 1999, adopting the Rules governing the transmission of personal data by Europol to third 

States and Bodies.  

 

For all these reports, it should be stressed that they are not intended to provide for a definitive or 

complete judgement on the state of data protection administrative practice within a particular State 

or Organisation. There are several reasons for that: 

 

– firstly, the purpose of the reports should be kept in mind. They are prepared to assist the 

Council in reaching a very precise decision: whether or not the state of data protection in a 

particular third State or body is such that negotiations may be started on the transmission of 

personal data by Europol. The reports are therefore not intended to provide for a definitive 

judgement on whether or not all personal data can be transmitted in all circumstances; 

 

– secondly, the scope of the reports is necessarily limited; it would be impossible to provide for 

well-researched exhaustive reports covering such a broad issue in the period of time and with 

the resources provided;  

 

– thirdly, these reports only provide for a snapshot of the situation. In particular, the situation 

regarding the protection of data transmitted by Europol may well be different once a co-

operation agreement has been reached. 
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In fact, the reports should assist Europol in identifying areas where particular attention should 

be paid, or extra protective measures should be incorporated in the agreements; in other 

words: particular points of weakness may be remedied through well-designed co-operation 

agreements; 

 

– fourthly, the Europol Convention itself provides for the rule that any assessment on the 

adequacy of the level of data protection should be based not only on the general or specific 

provisions applying to a third State or body, but also on the nature of the data, the purpose for 

which the data is intended and the duration of the intended processing.  

 

The current report specifically deals with the situation in the Republic of Bulgaria. The authors 

would like to thank the Bulgarian authorities for their co-operation in the preparation of this report, 

in particular the Bulgarian Ministry of Interior, the Ministry of Foreign Affairs, the Ministry of 

Finance, the Council of Ministers, the National Service for Combating Organised Crime, the 

National Police Service, and the Border Police Service.  

  

2. Legal framework 

  

2.1 Status of a co-operation agreement with Europol 

 

Following ratification by Parliament, the Co-operation Agreement between the Republic of 

Bulgaria and Europol will become part of the national legislation of Bulgaria and, in accordance 

with the provisions of Article 5, Paragraph 4 of the Constitution of the Republic of Bulgaria, will be 

directly applicable. 

 

2.2 Legislative Acts on data protection in general  

 

As far as international data protection instruments are concerned, in 1998 the Republic of Bulgaria 

signed Council of Europe 108 for the Protection of Individuals with Regard to Automatic  
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Processing of Personal Data. The Bulgarian National Assembly ratified Convention 108 on 

29 May 2002. 

 

In order to implement Directive 95/46/EC of the European Parliament and of the Council of 24 

October 1995 on the protection of individuals with regard to the processing of personal data and on 

the free movement of such data, the Bulgarian Personal Data Protection Act was approved by 

Parliament in 2001 and entered into force on 1 January 2002. The Act regulates the protection of 

natural persons with regard to the processing of personal data as well as the access to such data.  

 

Europol was informed by the Bulgarian Ministry of Interior that the Personal Data Protection Act 

complies with the provisions of Council of Europe Convention 108 and of Council 

Directive 95/46/EEC.  

 

2.3 Legal basis for data processing at the police 

 

The Personal Data Protection Act is the main element of Bulgarian data protection legislation. The 

Ministry of Interior Act furthermore regulates data processing by the police on a more detailed 

level. Whenever the provisions of the Ministry of Interior Act are of relevance for the purposes of 

this report, the applicable clauses are referred to.  

According to the Bulgarian Ministry of Interior, Bulgaria has taken note of the content of Council 

of Europe’s Committee of Ministers Recommendation No. R 87/15 regulating the use of personal 

data in the field of the police work. The principles of this recommendation were taken into account 

in the drafting of the relevant legislation, in particular the principles stipulating that:  

 

− data collected by the police shall be limited to the amount absolutely necessary for preventing 

a real threat or a concrete crime; 

 

– data collected for the purposes of police work shall be used only to this end; 
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– data transfer shall only be possible if stipulated by law; 

 

− independent control shall be ensured in order to assure compliance with the relevant 

provisions. 

 

In Article 1, Paragraph 4 the Personal Data Protection Act specifies that "the processing and access 

to personal data for the purposes of defence, national security and public order as well as for the 

enforcing of criminal acts by the executive power and the judiciary may be provided for in special 

Acts". The Bulgarian authorities informed Europol that to date no legislation utilising this clause in 

order to create exceptions from the clauses of the Personal Data Protection Act was introduced. 

Accordingly, at this moment the Personal Data Protection Act is fully applicable to all data 

processing by the law enforcement authorities of Bulgaria.  

 

Europol was informed, however, that currently an amendment to the Ministry of Interior Act is 

under discussion. The draft amendments to the Ministry of Interior Act as currently discussed in 

Parliament foresee two exceptions from the generally applicable Personal Data Protection Act. 

Firstly, the right of access principle will be tailored in accordance with the special needs of law 

enforcement authorities’ to maintain the confidentiality of some of their information. Secondly, the 

obligation of the data controller to inform data subjects of the processing of personal data relating to 

them will be modified accordingly. Europol was informed that the planned derogations from the 

Personal Data Protection Act will be fully in line with the Council of Europe’s Committee of 

Ministers Recommendation No. R 87/15 regulating the use of personal data in the field of the police 

work. 

 

All other principles and provisions of the Personal Data Protection Act, however, will remain 

applicable for law enforcement authorities, according to the Ministry of Interior.  
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3. Data Protection Principles 

 

In addition to the general rules on data protection, in the preparation of this report questions were 

submitted on particular data protection principles, which Europol has to comply with. Bulgaria was 

asked to indicate to what extent it operates in accordance with the same principles. This chapter 

reflects the answers received. 

 

3.1 Lawfulness of processing 

 

Data may only be processed in accordance with specific regulations  

 

The most relevant provision in this respect is Article 3 Paragraph 3 of the Personal Data Protection 

Act where it is stated that “State bodies shall process personal data only in the cases stipulated by 

law”. In addition, Article 17 Paragraph 1 states that the personal data controller shall have the right 

to process personal data only if these data are obtained lawfully and are collected for purposes 

specified by law.  

 

The Ministry of Interior Act furthermore outlines this principle. Article 176 stipulates that any 

information-related operation shall be based on the requirement of legality (Subparagraph 1). 

Moreover, Article 7, Subparagraphs 11 and 12 of the Ministry of Interior Act state that data 

management, and in particular the collection, analysis and storage of information shall be done in 

accordance with the terms and conditions provided by law. In addition, Article 192, Paragraph 1 of 

the Ministry of Interior Act regulates that databases controlled by authorities under the 

responsibility of the Ministry of the Interior shall be established on the basis of their functional 

competencies.  
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3.2 Purpose of Processing 

 
Data may only be processed for well defined purposes 

 

This principle was laid down in Article 17 (2) of the Personal Data Protection Act. There it is stated 

that personal data may only be collected for purposes specified by law and used solely for the 

implementation of those purposes.  

 

From Article 66 Paragraph 3 and Articles 173 –187 of the Ministry of Interior Act it follows that all 

data registered by the police may be used only for prevention and combating of crimes. These data 

may not be provided to other government authorities, organizations or individuals with the 

exception of judicial authorities. 

 

3.3 Purpose of Transmission 

 
Data may only be transmitted to third parties for well-defined purposes 

 

Transmission of personal data is subsumed under the processing of personal data and is therefore 

submitted to the same regulation as mentioned above under 2. Chapter VI of the Personal Data 

Protection Act specifies in more detail the modalities for providing personal data to third parties, 

but without explicitly mentioning the validity of the purpose limitation principle in this respect.  

 

The draft Law Amending the Ministry of the Interior Act mentions in Paragraph 7 of Article 181 

that personal data from information databases may only be provided to national security authorities 

and judicial authorities for the purposes of a specific criminal case.  

 

Since the current Ministry of Interior Act does not reflect this principle, it is suggested that the co-

operation agreement between Bulgaria and Europol will include a provision that data may only be 

transmitted to third parties for well-defined purposes. 
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3.4 Quality of data 

 
Data processed must be accurate, and, where necessary, kept up to date 

 

This principle is regulated in Article 17 Paragraph 4 of the Personal Data Protection Act. There it is 

stated that the personal data controller may only process personal data if they are accurate and up to 

date.  

 

3.5 Proportionality 

 

Data must be adequate, relevant and not excessive in relation to the purposes for which they are 

collected, transferred or further processed 

 

The relevant Article to be mentioned here is 17 Paragraph 3 of the Personal Data Protection Act. It 

states that personal data may only be processed if the scope of the data processed corresponds to the 

purposes for which they are processed.  

 
3.6 Time limits 

 
Data may only be stored for well-defined periods or time, and data must be checked regularly to see 

whether they are still relevant 

 

Article 17 Paragraph 5 of the Personal Data Protection Act stipulates that data are kept in a form 

which permits identification of persons for a period only that is not longer than necessary for the 

purpose for which the data are processed.  

 

The proposed amendments to the Ministry of Interior Act foresee inclusion of new paragraphs in 

Article 181, which provide an option for deletion of personal data ‘if the reason for their storing  
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within the meaning of this Act is no longer viable or their deletion has been adjudicated in the 

course of data protection proceedings’ (draft Paragraph 5). ‘In the process of deleting personal data 

the administrator shall take into account the age of the person, the nature of personal data processed, 

the processing necessity until completion of the respective investigation or legal procedure, 

enactment of a final judgment or court decision, amnesty, rehabilitation or expiry of prescription 

period’ (draft Paragraph 6).  

 

3.7 Transfer to third parties 

 
Data may only be transferred to third parties when specific conditions are met. Such transferrals 

must respect any restrictions imposed by the originator of the data, and must be duly registered 

 

As mentioned above, chapter VI of the Personal Data Protection Act deals exclusively with the 

provision of personal data to third parties. There is no provision, however, that deals with 

substantive conditions that need to be respected when data are transferred to third parties. 

According to the Bulgarian authorities, the prohibition of onward transfer is unexceptionally 

established in all bilateral and multilateral police co-operation agreements (29 altogether) signed by 

Bulgaria, and is observed in compliance with the general requirement for conformity with the law. 

Also, Europol was informed that the Ministry of Interior Act will be amended in order to impose 

limitation on the forwarding of personal data to third parties. 

 

Since this principle is not (yet) covered by the applicable Bulgarian legislation it is recommended 

that the agreement with Bulgaria will include a clause stipulating that onward transmission of data 

shall take place under the same conditions as those applying to the original transmission. 

 

3.8 Sensitive data 

 
Sensitive data as mentioned in the first paragraph of Article 6 of the Council of Europe data 

protection Convention require special protection measures 
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This principle is mentioned in Article 21 Paragraph 1 of the Personal Data Protection Act. There it 

is stated that the processing of personal data which reveal racial or ethnic origin, political opinions, 

religious or other beliefs, membership in political parties, trade unions, organisations and 

associations with religious philosophical, political or labour objectives and personal data concerning 

health and sexual life may only be stored with the consent of the person concerned. 

 

 Derogations from that rule are defined in Paragraph 2, where it is stated that sensitive data may be 

processed for the fulfilment of a legal obligation, where a person’s life, health or security is 

concerned or where this is necessary for defence and national security purposes.  

 

The Bulgarian authorities informed Europol that the amended Ministry of Interior Act will contain 

detailed provisions regarding the processing of sensitive data for law enforcement purposes. It is 

recommended that in the negotiations on a co-operation agreement the respective provisions in the 

amended Ministry of Interior Act will be taken into account.  

 

3.9 Data security 

 
Technical and organisational measures must be taken to ensure the integrity of data processed 

 

Data security measures are foreseen by Article 23 Paragraph 1 of the Personal Data Protection Act: 

"The controller shall take the appropriate technical and organisational measures to protect data by 

preventing accidental or illicit destruction, accidental loss or alteration, unauthorised disclosure or 

access, unsanctioned revision or distribution and any other illicit forms of personal data 

processing."  

 

Concrete measures are not specifically regulated by the Personal Data Protection Act. Nevertheless, 

Paragraph 2 of Article 23 adds that the controller shall take specific measures whenever processing 

involves computerised data transfer. And, Paragraph 3 of Article 23 mentions that the Data 

Protection Commission shall specify the minimum level of technical and organisational measures.  
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3.10 Drawing up of reports 

 
Technical and organisational measures should be in place to verify that access to data was gained 

in accordance with the relevant regulations 

 

For now, besides the general provision on data security measures, no specific mention is made in 

the Personal Data Protection Act of any measures to verify that access to data was gained in 

accordance with the relevant regulations. It can be expected, however, that the Data Protection 

Commission’s minimum level of technical and organisational measures (as foreseen in Article 23 

Paragraph 3 of the Personal Date Protection Act) will deal with that principle.  

 
3.11 Transparency 

 
The data subject has a right to be informed (on request) of data relating to him that are processed, 

and where there are no reasons to withhold the data, to obtain correction or deletion of such data 

 

Chapter V of the Personal Data Protection Act gives individuals the right to access personal data 

related to them. Paragraph 2 of Article 28 stipulates that the processor must confirm the existence of 

personal data; delete illegitimate data or data that are not necessary for the purposes for which they 

were processed; and to update or correct data. Refusal to give access to personal data may be 

contested before the Data Protection Commission and before the corresponding County Court or the 

Supreme Administrative Court. 

 

As stated in chapter 2.3 of this report, the draft amendments to the Ministry of Interior Act foresee 

limitations to the right of access to personal data stored by law enforcement bodies. The proposed 

amendments to the Ministry of Interior Act foresee that Ministry of the Interior authorities may 

deny in full or partial the provision of data when this would jeopardize national security, public 

order, or the security of information classified as a state or official secret. The requesting party shall 

be notified of the denial in writing, which should mention only the legal motivation. 
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Even though the relevant provisions of the amended Ministry of Interior Act were not officially 

approved yet, it can be assumed that they are fully in line with the Council of Europe’s Committee 

of Ministers Recommendation No. R 87/15. Principle 6.4. of the Recommendation says that the 

exercise of the rights of access, rectification and erasure should only be restricted insofar as a 

restriction is indispensable for the performance of a legal task of the police or is necessary for the 

protection of the data subject or the rights and freedoms of others. Furthermore, Principle 6.6. 

stipulates that where access is refused, the data subject should be able to appeal to the supervisory 

authority or to another independent body which shall satisfy itself that the refusal is well founded. 

 

It is recommended, however, that in the negotiations with the Bulgarian authorities the derogations 

to the general principle of transparency will be taken into account.  

 

3.12 Liability 

 
The data subject has a right to obtain compensation for damages suffered as a consequence of 

incorrect data processing 

 

On a general level, the Bulgarian authorities expressed that compensation for damages suffered as a 

consequence of incorrect data processing can be obtained via the standard procedures stipulated by 

civil law. The general liability of the state also applies fully for damages suffered from incorrect 

data processing. According to the Bulgarian authorities, no specific clause on liability was included 

in the Personal Data Protection Act because of the applicability of the general clauses on liability 

foreseen in the Bulgarian civil law.  

 
3.13 Supervisory authority 

 

Observance of data protection principles is guaranteed and monitored by an independent 

supervisory authority 
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Chapter II of the Personal Data Protection Act mentions the rights of the Commission for the 

Protection of Personal Data. Under the provisions of chapter 2, the supervision of data processing is 

entrusted to the Commission. The Commission is defined as a sovereign collegiate body, consisting 

of a chairman and four members. The chairman and the other members of the Commission are 

designated by the Council of Ministers and elected by the National Assembly for a five year term of 

office. The members of the Commission can be removed from their functions by a decision of the 

National Assembly only (Article 8 Paragraph 4 Personal Data Protection Act).  

 

Article 10 of the Personal Data Protection Act lists the registration and control powers of the 

Commission. Processors of personal data are obliged to provide the Commission with access to 

their registers and may not hinder the Commission’s control activities. The Commission is tasked to 

make checks when approached by persons concerned as well on its own initiative. If the 

Commission detects violations of the Personal Data Protection Act, it shall forward the case to the 

competent court.  

 

4. Administrative Practice 

 
With Decision No. 285 of 15 May 2002 the Bulgarian Council of Ministers proposed to the 

National Assembly to select a Personal Data Protection Commission of five members. On 23 May 

2002 the National Assembly approved the members of the proposed Commission. On 28 May 2002 

the Decision of the National Assembly and the list of members of the Personal Data Protection 

Commission were promulgated in the State Gazette. Europol was informed by the Bulgarian 

authorities that the Data Protection Commission as foreseen by the Personal Data Protection Act has 

not fully taken up its activities yet.  

 

Even though it appears as if the Commission will commence its work very soon it is recommended 

that the co-operation between Bulgaria and Europol will not be started before Bulgaria notifies 

Europol that the Data Protection Commission is fully functional.  
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Data protection control, however, has also taken place also before the Data Protection Commission 

came into existence. By virtue of Article 185 of the (current) Ministry of Interior Act, automated 

information databases are controlled by a parliamentary standing committee. The powers of the 

parliamentary standing committee are specified in Article 185 of the Ministry of the Interior Act, 

namely: 

 

– to examine the criteria and technical requirements for creation of information databases; 

 

– to request transmission of samples exempt of names or other data that could lead to the 

identification of actual persons; 

 

– to direct erasure of illegally collected data; 

 

– to observe the protection rules of data and information that constitute a state secret. 
 

5. Conclusion 

 

On the basis of the current report, the Management Board comes to the conclusion that the data 

protection regulations and administrative practice in Bulgaria are such that it advises the Council to 

decide that negotiations on the transmission of personal data from Europol to Bulgaria can be 

started.  

 

The Management Board would draw the attention of the Council to some specific issues which 

should be taken into consideration should the Council decide that the negotiations may include such 

transmission.  

 

The first point relates to the absence of the purpose limitation principle for the transmission of 

personal data to third parties. Any agreement between Bulgaria and Europol should contain a 

provision that data may only be transmitted to third parties for well-defined purposes. 
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The Management Board recommends that in the negotiations on a co-operation agreement the 

provisions in the amended Ministry of Interior Act regarding the processing of sensitive data will be 

taken into account. 

 

Furthermore, it is recommended that the agreement with Bulgaria will include a clause stipulating 

that onward transmission of data shall take place under the same conditions as those applying to the 

original transmission. 

 

The Management Board would like to draw attention to the fact that provisions on the drawing up 

of reports on retrievals of data appear to be lacking from the Bulgarian legislation. 

 

Although this issue does not impact directly on the exchange of personal data between Europol and 

Bulgaria, the Management Board wishes to underline that such provisions are an integral part of 

effective assurances of protection of data against unauthorised usage. 

 

Europol was informed that the amended Ministry of Interior Act is foreseen to be approved by 

Parliament in the near future, probably still in the first half of 2002. Since the exact clauses of the 

Ministry of Interior Act which derogate from the general Personal Data Protection Act are not 

known yet, these derogations will have to be taken into account when negotiating the co-operation 

agreement with Bulgaria. Also, any changes in secondary legislation resulting from the 

implementation of the new Ministry of Interior Act that have an impact on data processing by the 

Bulgarian law enforcement authorities will have to be taken into account accordingly. 

 

Since the Bulgarian Data Protection Commission as foreseen by the Personal Data Protection Act 

has not taken up its activities yet, the Management Board recommends that the co-operation 

between Bulgaria and Europol will not be commenced before Bulgaria notified Europol that the 

Data Protection Commission has commenced its activities.  

 

__________________ 
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ANNEX 

 THE JOINT SUPERVISORY BODY 
 OF EUROPOL 
 --------------  
 Opinion of the JSB in respect to the 
 data protection level in Bulgaria 
 
 
 
To the attention of: 
The Chairman of the 
Europol Management Board & 
The Director of Europol 
The Hague DOCUMENT 02/49 
The Netherlands 
 

 

 

THE JOINT SUPERVISORY BODY OF EUROPOL, 

 

A. Introductory remarks 

 

1. The JSB has been called upon to draw up an opinion on the law and administrative practice of 

Bulgaria in the field of data protection based on the report File n° 2641-30 as submitted by 

Europol. 

 
2. This report has been submitted to the JSB by the Europol Management Board in accordance 

with Article 1 paragraph 5 of the Council Decision authorising the Director of Europol to 

enter into negotiations on agreements with third States and non-EU related bodies. 

 
3. Article 3, paragraph 3, second part, of the Rules governing the transmission of personal data 

to third States and third bodies explicitly recognises that the JSB must give also an opinion 

during the procedure in which the Council of the European Union has to decide whether to 

approve any agreement negotiated between Europol and Bulgaria. The JSB underlines 

therefore that its present opinion only relates to the question whether obstacles exist for  
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 Europol to start negotiations with Bulgaria which may lead to an agreement on the 

transmission of personal data by Europol to Bulgaria. This opinion does in no way bind the 

JSB when drawing up its opinion in respect to the final agreement proposed between Europol 

and Bulgaria. 

 
4. Notwithstanding the previous point, the JSB stresses that the issues raised in the present 

opinion should be addressed in the agreement to be negotiated with Bulgaria. The JSB 

opinion in respect to the agreement as such will certainly take into account whether the issues 

addressed below have been adequately solved in the agreement finally proposed. 

 
5. The JSB points out that the present opinion is based only on the report as contained in 

document File n° 2641-30 of 4 June 2002. This implies that the JSB has based its opinion on 

the facts as presented in this report. A change in the level of data protection in Bulgaria will 

without any doubt have an influence on the JSB opinion in respect to the agreement.  

 
B. JSB Opinion in respect to Bulgaria 

 
The JSB is of the opinion that on the basis of the facts and conclusions presented in document File 

n° 2641-30 from a data protection perspective no obstacles exist for Europol to start negotiations 

with Bulgaria in preparation of an agreement on the transmission of personal data by Europol to 

Bulgaria.  

 
When drawing up its opinion the JSB has taken into account the law of Bulgaria in the field of data 

protection, including the foreseen existence of the Bulgarian authority responsible for data-

protection matters, as described in the report. The JSB stress the fact that it didn’t receive the 

relevant Acts and Rules from Europol and, for that reason, the present opinion id based only on the 

mentioned report. 

 
The JSB explicitly notes that since the data protection law in Bulgaria has entered into force in 2002 

and some specific regulations concerning police data are presently under discussion, there is no 

experience concerning the administrative practice in the field of data protection. 
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The JSB stresses the need to inform the JSB further on the developments concerning the Bulgarian 

legislation when the JSB shall be asked to give its opinion on the draft agreement. 

 

C. Points to be taken into account in the negotiations with Bulgaria 

 

a) The agreement should specify that transmission of personal data to Bulgaria can only take 

place if the purpose and the reason of the transmission are sufficiently clear and fall within (a) 

the scope of the Europol Convention and (b) the scope of the agreement between Europol and 

Bulgaria. Furthermore it should be ensured that Bulgaria can only use the data transmitted to 

it by Europol for the purposes specified in the agreement, which must of course be found in 

the purposes specified in the Europol Convention. The suggestions in the report in Chapter 

3.3. and 3.7 should be followed. 

 Article 6, paragraph 1, first part, as well as Article 6, paragraph 2, of the Rules governing the 

transmission of personal data by Europol to third States and non EU-related bodies must 

therefore be fully adhered to. 

 
b) It should also be stipulated in the agreement that Bulgaria is under an obligation to delete any 

data received from Europol as soon as it is not longer relevant for the purpose for which it has 

been transmitted (see Article 7, paragraph 3, of the Rules governing the transmission of 

personal data). 

 
c) The time limits for the storage of personal data as specified in the Europol Convention and the 

relevant implementing rules should be made applicable to the data transmitted by Europol to 

Bulgaria so as to ensure that Bulgaria does not store data for a longer period than would be 

allowed for Europol. 

 
d) Onward transmission by Bulgaria to third states of personal data received from Europol has to 

be excluded if there is no specific exception permitting the application of art. 5(5) of the 

Council Act governing the transmission of personal data to third States and third bodies.. 

 
e) Direct connection between the computer systems of Europol and Bulgaria would be in breach 

of the Europol Convention. This being the case the JSB therefore requests that in the  
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 agreement it is ensured that the transmission of personal data from Europol to Bulgaria should 

follow a procedure that guarantees an adequate level of data security. Also the storage and use 

of data by Bulgaria should be adequately secured. 

 

f) The agreement must contain specific provisions concerning the processing of sensitive data. 

These provisions must ensure that the obligations that rest on Europol will be respected. The 

suggestions in the report in Chapter 3.8 should be followed. 

 
g) The agreement needs to underline that the transmission of sensitive data from Europol to 

Bulgaria can only take place if Bulgaria demonstrates case by case a clear and motivated need 

for the transmission of the relevant data. Article 6, paragraph 1, second part, of the Rules 

governing the transmission of personal data by Europol to third States and non EU-related 

bodies should in this respect be followed strictly. 

 
h) In accordance with Article 7 of the Rules governing the transmission of personal data by 

Europol to third States and non EU-related bodies, Europol should immediately notify 

Bulgaria of any modification of the data transmitted by Europol to Bulgaria. The agreement 

should specify that Bulgaria, upon receipt of such a notification, is under a legal obligation to 

modify or delete the data received from Europol in accordance with the notification. 

 
i) The principle of drawing up reports on retrievals should be imbedded in the agreement. 

 
j) The application of the agreement should be supervised adequately and provision should be 

made for Bulgaria to be liable towards individuals for breaches of the agreement as well as for 

unauthorised or incorrect data processing (see Article 8 of the Rules governing the 

transmission of personal data by Europol to third States and non EU-related bodies). 

Considering that the Bulgarian Data Protection Commission has not yet taken up its activity, 

the JSB underlines that the transmission of data from Europol to Bulgaria will not be possible 

before the beginning of the activity of the Commission  
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k) It should be stressed that the data security level to be offered by Bulgaria in respect to 

personal data transmitted by Europol, needs to be assessed taking into account the framework 

established in Article 25 of the Europol Convention. 

 
l) The principle of accepting any conditions placed on the use of data must be imbedded in the 

agreement. 

 
m) Considering that the Bulgarian legislation has not yet been completed in regard to the right of 

access, by the data subject, to the data stored by the Police, the agreement should provide all 

the rules necessary to fulfil to the Convention’s requirements on this matter. The suggestions 

in the report in Chapter 3.11 should be followed. 

 
D. Closing remarks 

 
As already mentioned, the JSB likes to remain informed of any relevant developments in respect to 

Bulgaria and the JSB requests Europol to be also in future provided with all relevant information, 

having also regard to the foreseen provision of the Ministry of Interior . The JSB will also 

appreciate if it could also in future in an appropriate way be involved in the process leading to the 

conclusion of an agreement with Bulgaria. In this respect the JSB offers to provide - if needed - any 

necessary assistance to Europol. 

 

 

Done at Brussels 

26 June 2002 

 

 

 

Alex TÜRK 

Chairman of the  

Joint Supervisory Body of Europol 
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